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@ MISTRAL: Secure VPN IP system for networks carrying sensitive information

¢ How to protect sensitive data from attacks from the network?
¢ How to handle the new constraints on your constantly evolving network?

Whatever the size of your company, these security issues cannaot be ignored.

This is why Thales offers the Mistral secure VPN IPSec system, the essential solution for
all application deployments on an IP network. Mistral provides security for the critical data
in your information system.

With its high security capacity, Mistral adapts to your new constraints resulting from:

- the mobility of your staff,
- total or partial outsourcing of your security policy,
- new network architectures (Any to any, Hub & Spoke),

- the increase in multi-media exchanges.
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A complete and modular range k.
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The Mistral range offers high flexibility: whatever your network's performance,
the Mistral encryption system adapts to your needs (from 1 to 100 Mbps
Full Duplex).

The Mistral equipment enables:

¢ high-level security communication using encryption and authentication
(IPSec tunnels),

® transparent integration into the networks,
® easy deployment and use whatever your architecture,
e compatibility with a firewall or MPLS partitioning.
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An end-to-end solution for your remote users ' | iTr'!
Mistral Nomade, included in the MiniCita™ InTouch solution, . 1. ) -
provides secure communications for your mobile staff and enables: pad
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® terminal security (access control and high-level user authentication), b f R, - i
e compatibility with all types of networks (Public Telephone Network, - ".-"- ‘;l
xDSL, WiFi...), . &

® multitunnelling and address filtering,
¢ use of a smart card or client token (standard PKCS#11).

Mistral NOMADE

with MiniCita™ InTouch
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Key generation centre

A secure centralised administration

Relying on the flexibility of its management system,
. the Mistral system evolves in line with new constraints
on the network and provides:

¢ ease of use and configuration through secure remote management,
* management of security policies and crypto-periods,

¢ secure downloading of software updates,

¢ on-line monitoring (SNMR, alarm feedback],

e intrusion and security monitoring,

¢ security administration independent of the network.



Main services:

A complete and flexible range of seruvice
THALES offers a broad range of services to provide users

with support in deploying and implementing solutions.

¢ | oan of application and assistance
with pre-sale trials

¢ Hot-line

¢ On-site support

¢ Training

¢ Installation and commissioning

e Hardware and software maintenance
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Tel:  +33 (0)1 46 13 28 37

Fax: +33 (0)1 46 13 22 83
e-mail: france.sales@thales-esecurity.com

Customized seruices:

¢ Network security impact analysis

¢ Reproduction of the operational context

on platform

¢ International installation and support services

¢ Assistance with upgrading the information

system

THALES

EUROPE, MIDDLE EAST, AFRICA
THALES e-SECURITY LTD.
Meadow View House,

Long Crendon, Aylesbury,
Buckinghamshire, HP18 SEQ, UK
Tel:  +44 (0)1844 201800

Fax: +44 (0)1844 208550
e-mail: emea.sales@thales-esecurity.com

AMERICAS

THALES e-SECURITY, INC.

2200 N. Commerce Parkway
Suite 200, Weston,

Florida 33326, USA

Tel: +1 888 744 4976

or: +1 954 888 6200

Fax: +1 954 888 6211

e-mail: americas.sales@thales-esecurity.com

ASIA PACIFIC

THALES e-SECURITY (ASIA) LTD.
Asia Pacific

Units 2205-08, 22 /F Vicwood
Plaza,

198 Des Voeux Road

Central, Hong Kong, PRC

Tel: +852 2815 8633

Fax: +852 2815 8141

e-mail: asia.sales@thales-esecurity.com

Designed by krRPLUS [24028]



